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Data hiding in images using Hybrid
Fractal Wavelets

Shifali Singla
Abstract— Image Steganography is the art of hiding message into a cover image. This paper presents a novel technique for
image steganography based on DWT, where DWT is used to transform original image (cover image) from spatial domain to
frequency domain. This paper reviews about the art of writing hidden messages in such a way that no one apart from intended
destination knows that a message has been sent. Steganography is defined as an art of hiding information and used in order to
offer means of secret communication between two parties. It adopts both fractal and wavelet image processing technigues.
BER and PSNR of cover image with stego-image shows the better results in comparison with other existing steganography

techniques. Implementation is done in Matlab Software.

Index Terms-Cover Image, BER, DWT, PSNR, Steganography

1 INTRODUCTION

Steganography is a branch of hiding the

confidential data behind the images. The word
steganography in Greek means “covered
writing” (Greek word Steganos means “covered”
and graphos means “writing”). The main objective
of steganography is to communicate securely in
such a way that the confidential message is not
visible to the observer. Steganography hides not
only the contents but also the existence of
communication in the eyes of any observer. That
is unauthorized parties should not be able to
distinguish between cover image (image doesn’t
contain secret message) and stego-image (image
that contains secret message).

In modern times, Steganography can be looked
into as the study of the art and science of
communicating in a way, which hides the
existence of communication, has until recently
been the poor cousin of cryptography [1].
Currently there are two directions within
steganography: one of the branches is used for
protection against detection while another is
used for protection against removal. There is a
difference between steganography  and
watermarking. Watermarking is not a new
technique. It is descendent of a technique known
as steganography, which has been in existence
for at least a few hundred years. Steganography
is a technique for concealed communication.
Here the existence of the message that is
communicated is a secret and its presence is
known only by parties involved in the
communication [2, 3, and 4].
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In Steganography, a secret message is hidden
within another unrelated message and then
communicated to other party. As opposed to this
in Watermarking again one message is hidden
within another message, but two messages are
related to each other in some way.

There are some terms common to Steganography
field:

1.1 Cover Medium:

Medium in which we want to hide the data; it
can be an innocent looking piece of information
for steganography, or some important medium
that must be protected for copyright or integrity
reasons.

1.2 Stego-key:

This is represented by some secret information,
which is needed in order to extract the
embedded message from stego-medium.

1.3 Stego-medium:

This is the final piece of information that casual
observer can see.

14 Discrete Wavelet Transform:

Discrete wavelet Transform is a multi-resolution
decomposition of a signal. Consider an image,
DWT involves applying a low pass filter and
high pass filter along the columns and rows
respectively. The low pass filter applied along a
certain direction extracts the low frequency
coefficients of a signal. On the other hand, the
high pass filter extracts the high frequency
(detail) coefficients of a signal [5]. The applied
filter bank segment an image into 4 orthogonal
subbands where the upper left corner contains
the low frequency components of an image in
both horizontal and vertical directions. This is
called the approximation subband. The upper
right corner is a detail subband that contains low
frequency components in the vertical direction
and high frequency component in the horizontal
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direction. The lower left corner is a detail
subband that contains low frequency
components in the horizontal direction and high
frequency component in the vertical direction.
Finally, the lower right corner is a detail subband
that contains high frequency components in the
vertical direction and high frequency component
in the horizontal direction. Wavelet-based
steganography is a new idea in the application of
wavelets. However, the standard technique of
storing in the least significant bits (LSB) of a pixel
still applies. The only difference is that the
information is stored in the wavelet coefficients
of an image, instead of changing bits of the
actual pixels.

2 EARLY WORK

The core principle of Steganography and data
hiding can be tracked back approximately 4,000
years to Egypt and Greece. At this time hidden
packets of information had been transferred by
special character adjustments or mutations.
Herodotus, the great Greek storyteller, offer
refers to hidden information technology
transferred on wax tablets or smuggling secret
messages tattooed on the skull of human
messengers.

The United States Constitution states that “The
congress shall have Power to promote the
progress of science and useful arts by securing
for limited times to Authors and Inventors the
exclusive right to their respective writing and
discoveries”. The origin of this concept, but not
of the noble sentiment of promoting progress in
the arts and sciences in the Anglo-American legal
system stems from royal charter granted by
Mary Tudor, Queen of England, to the stationer’s
company [6] in 1557. This charter limited the
right to print books to the members of company.
The intent behind this privilege was primarily to
exert censorship; the commercial interests of
publishers were of secondary interest only. Even
after the repealing of the 1662 Licensing Act in
1681, the stationer’s company retained control
over the printing trade through the use of a
bylaw establishing rights of ownership for books
registered to its members. This common law
mechanism was supplanted in 1710 by the statue
of Annie enacted in 1709. The Act of parliament
granted Authors over their work initially for 14
years and was the first copyright legislation in
the current sense, in most European states the
rights of the authors were recognized only
partially until the French Revolution [7].

Cryptography and Steganography have been
used throughout history as means to add secrecy
to communications especially during the times of
war and peace [8].

The most suitable cover media for using
Steganography techniques is an image. Several
methods have been discussed in literature. The
main reason behind it is the large redundant and
the possibility of hiding information in the image
without attracting to human visual system.
Features like substitution, masking and filtering
and transform techniques have been considered
in the development of such techniques [9, 10].
Some of the early methods to hide information
include text written on wax-covered tablets,
invisible writing using invisible ink .In World
War Il null ciphers were used in which the secret
was camouflaged in an innocent sounding
message [11].

Note that the method of substitution generally
does not increase the size of file. Depending on
the size of the hidden message, it can eventually
cause a noticeable change from unmodified
version of image. In this regard, the least
significant bit technique is an approach for
embedding information in a cover image where
every least significant bit of some or all of the
bytes inside an image is to change to a bit of
secret message. If we use 24-bit image, one bit of
each of the primary color component can be
used. This can imply that on an average only a
half of the bits in an image will need to be
modified to hide a secret message using
maximum cover size. In context of masking and
filtering techniques, starting with analysis of the
image and then we find significant areas where,
the hidden message will be more integrated to
cover the image and finally we embed the data in
that particular area. In contrast to LSB technique
where all least significant bits are changed, we
can just say here that in masking and filtering
technigues changes takes place only in selected
areas. In addition to the above techniques for
message hiding, transform techniques has also
played some important role in embedding
message by modulating coefficients in a
transform domain. Embedding secret data in an
image works on the principle of replacement of
entire or some parts of the chosen pixels. Due to
this replacement policy, we are not able to
embed the high capacity secret data [12].
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3 PROPOSED WORK

In this paper, a new steganography technique for
data hiding is proposed. Both fractal and wavelet
image transforms are involved in hiding process.
The first level wavelet transform of the image is
found, quantized and encoded. The encoded
fractal codebook is then embedded in the 2ndSB
of the approximation coefficients of the host
image. The host image is then sent after
guantization and encoding. At the receiver, the
sent image is firstly decoded and its wavelet
transform is obtained; the encoded fractal
codebook is extracted and decoded to get the
hidden image.

3.1 The Embedding process:

The embedding process starts by obtaining,
guantizing and encoding the fractal codebook of
the to-be hidden image. The encoded fractal
codebook is then encoded using convolution
encoder. The wavelet transform of the hiding
image is then calculated and go through an
analogue to digital conversion process. The
encoded fractal codebook is then embedded in
the LSB of the approximation subband
coefficients. There are two reasons behind
choosing the LSB. The first one is the invisibility
in order to ensure the absence of perceptual
degradation due to the embedding process
which may threaten the reliability of the scheme
if exists. The second one is increasing the
robustness of the hidden data towards noise
attacks. Hiding in the LSB is extremely
vulnerable to noise [13]. Inverse wavelet
transform of the loaded wavelet coefficients is
then obtained. After that, the hiding image is
digitized and encoded using a convolution
encoder then sent on the channel where it may
experience different attacks.

3.2 Extraction Process:

The first step in the extraction process is the
convolution decoding of the noisy received bits.
The noisy host image is then retrieved and its
wavelet transform is obtained. Afterwards, only
the approximation subband which is the
embedding location is digitized and the encoded
fractal codebook is extracted from the LSB of the
approximation subband coefficients. Next, the
extracted code undergoes convolution decoding
and digital to analogue conversion respectively.
The hidden image can be acquired by fractal
decoding of the decoded data. From elaborate
discussion of the proposed scheme, it is clear that
the size of the hidden image or the payload is
dependent on the hiding image size which is 4

times the size of its approximation subband. The
size of the encoded fractal codebook of the image
to be hidden should be less than or equal to the
size of the approximation subband

The data hiding and data extraction will be done
in two phases: Encryption phase and Decryption
phase. As it is known to all of persons that have
already gone through some of basic image
processing that image has its color part as
combination of red, green and blue values and
brightness factor is also related to it. In this we
gone only through blue part, we hide our data in
byte values of pixels for color, as by using
‘imread’ function. Suppose if we have to save
‘Hello’ in an image we will firstly read it in
matrix form and then read last or we can say
third matrix and after reading third matrix its
dimensions will depends on image size, as per
according to image’s height and width.

4 RESULTS

The execution phase was developed based upon
three phases. The different phases are
encryption, decryption and transmission phase.
The aim of this paper is to improve the data
security when data is transmitted using
transmission medium. This can be done by
embedded the secret message into image file and
then transmitted the encrypted data through
transmission medium. At the receiver, the BER
(Bit Error Rate) is measured. Finally, PSNR (Peak
Signal Noise Ratio) of retrieved image is
calculated.

4.1 Simulation Results at Encoder:

In this paper, results shown in two phases:
Encoding and Decoding. In Matlab Software,
these files saved with extension encoder.m and
decoder.m. When we run encoder.m file, then
this 4.1(a) figure appears. After loading an
image, then 4.1(b) figure appears. After loading
text, then 4.1(c) figure appears and also shows
the Status: Not Done. Finally at Encoding, Figure
4.1(d) shows hiding the data behind an image.
Then status shows that it is done and finally BER
and PSNR are calculated.
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TABLE 1
PARAMETERS CALCULATED
Image BER PSNR Length
of
Characters
Water 0.013 72.608 32
8

S/N =10log(E s/ N o)
Where Eb: bit energy
No: noise power spectral density

PSNR =10log(255% MSE )

Where MSE = mean square error between
original and retrieved image

At Receiver, after hiding data behind an image,
there is BER (Bit Error Rate), PSNR (Peak Signal
Noise Ratio) is calculated and length of character
shown that we hide behind an image.

6 CONCLUSION AND FUTURE SCOPE

This paper includes processing of image Data
hiding, it means you are now able to hide your
data in pixels of image. As it is known to all of
persons that has already gone through some of
basic image processing that your image has its
color part as a combination of Red, Green and
Blue values and also your brightness factor is
related to it. We can use any of these available
values, as in our case we gone through the blue
part, we hide our data in byte values of pixels
values for color, As by using ‘imread’ function
you can get any image in matrix form and that
matrix will contain three different arrays, First
array will be of Red, second of Green and third
of Blue respectively. At the receiver, the Bit Error
rate BER measured. Finally, PSNR of retrieved
image is calculated.

The simulations in this work were obtained
using Matlab and were run on an Intel(R)
Pentium(R) M ((1.88 GHZ and 1 GB of RAM). In
this paper, a new steganography technique has
been proposed. It adopts both fractal and
wavelet image processing techniques. Fractal
codebook of the to-be-hidden image is
embedded in the approximation subband of the
hiding image. Simulation results show that the
presented scheme is robust. Embedding in other
subband for either hiding images or hiding more
images is suggested for future work. It is also
recommended to investigate whether hiding in
other subband can improve the performance at
lower S/N ratios or not. Investigating the
robustness of the proposed scheme against other
kinds of attacks can be a point of future research.
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